Data Recovery UK

Ransomware prevention tips
Over the last few years, ransomware has been increasing at an alarming rate. Unfortunately, the rise of
technology comes hand in hand with an increase in cybercrime. Ontrack has experience working with
businesses that have been impacted by ransomware and we want to help.
We have created tips to help you mitigate the potential risk.
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Have email security protocols in place
Phishing email continues to be one of the main entry
points for ransomware viruses, especially in the case of
targeted attacks. Therefore, securing this primary source
of vulnerability is essential to everybody who manages a
network or connects to the internet. Avoid opening an email
from an unknown sender. If you receive an email from an
unknown source, inform your company data security advisor
or IT team immediately.

Educate your employees
It is vital that every employee knows what to do if a
ransomware attack occurs. Protocols and precise guidelines
on what to do when a ransomware attack occurs should
be visible and understood in every office/department. IT
security and administration staff should continuously educate
themselves on the latest developments in cybersecurity
and hacking.

Secure your organisation’s Remote Desktop
Protocol (RDP)
If your organisation doesn’t need to use an RDP, then it’s best
to replace it with a more secure solution. If this is not possible,
then the following measures should be put in place:
Q

Make your network and IT environment
secure
Implement a data security programme that checks all
incoming emails before the intended recipient receives
them. By implementing a network security software that
automatically monitors the network and files for threats,
administrators will be alerted to the potential malware or
ransomware attack. Finally, you should always update your
software and operating systems with the latest patches –
hackers are only successful when gaps in their data security
policies exist.
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All employees should use a VPN to access your
organisation’s RDP. This means that all data traffic is sent
through an encrypted virtual tunnel, which should prevent
cybercriminals from being able to brute force a system.
Any employee that accesses critical systems or backups
should have two-factor authentication set up.
Ensure a current disaster recovery plan is in place if your
RDP is compromised, you have a backup of all critical data.

Ensure you have an up-to-date backup
A highly secure backup is a crucial element in preparing
your organisation for a ransomware attack. Test your backup
thoroughly and frequently, and most importantly, make sure
it is easy to restore data. This means that if any form of
malware attacks your organisation, you will be able to rebuild
your system quickly and hassle-free.

What should you do if you’re hit by ransomware?
If you are impacted by any type of malware or ransomware, Ontrack recommends the
following:
■

Never pay the ransom
Paying the criminals doesn’t guarantee that you will get your data
back. In many cases, you will not get your data back, leaving you
without your data and lighter in the pocket!

STOP

■

Don’t try to decrypt the data yourself
Some computer specialists may have the capability to recover lost
data, but it is risky – if something goes wrong, you could destroy
your data forever.

■

Check your backup
Even if your backup is missing after a ransomware attack, you
should never rule out recovery. Possible solutions depend on the
type of media or storage system, and the type of ransomware.
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